ACOBAaHO Ilpunsaro YrBepxneHno

PaBJIAIOIIAM Ha coOpaHUH TPYIA0BOro npukasoM Ne50 ot 31 asrycra 2016 roga

oM

KOJIIEKTHBA Hupextop

— Amadokosa JI.X | Ilporokon Nel or 31.08.2016r o f e “oae s JT. 3. MoJIOB

MMOJIOKEHUE
00 0bpaboTke u obecreuennn GezonacuocTu NePCOHAIBHBIX TAHHBIX,

o0padaTpIBaeMBIX B HH()OPMALHOHHBIX CHCTEMAX NEePCOHANBLHBIX TAHHBIX

MEKOY «COII um X.X.AGa3zoBa» c.II. IIcbinagaxa

1. O6mue nooxkeHus

1.1. Hacrosimee Ilonosxkenue 06 o6paGoTke H 0O0ecneyeHnn Ge30MacHOCTH MEePCOHATBHBIX
JaHHbIX, 00pabaThiBaeMEIX B HH(OPMALMOHHEIX CHCTEMAX NIePCOHANILHBIX JaHHLEIX MKOV
«COII um X.X.A6azoBa» c.n. [epiHagaxa(nanee — [Tonoxenue) paspaboTano B COOTBETCTBHH
¢ @exmepanbHBIM 3aK0HOM OT 27.07.2006 Ne 152-®3 «O NEPCOHAIBHBIX JTAHHEBIXY,
[Tonoxennem 06 obecrnieuennu Ge30MacHOCTH NMCPCOHANIPHBIX JaHHBIX IPH HX 00paboTke B
HHPOPMAIHOHHBIX CHCTEMAX MEPCOHAJIBHBIX JAaHHBIX, YTBEPKAEHHBEIM [loctaHoBneHneM
IlpaBurensctea Poccuiickoit ®enepauuu ot 01.11.2012 No 1119, u Ilomoxenuem o6
0coBeHHOCTAX 06paGOTKH MepCOHANBHBIX JaHHBIX, OCYUWECTBISIEMOM 0e3 HCIONp30BaHusd
CPEIICTB aBTOMATH3aLMH, YTBepkIACHHBIM ITocTanoBnenuem IIpasurensctea Poccmiickoii
Depeparn ot 15.09.2008 Ne 687.

1.2. Hacrosmum ITonoxkenuem onpenessercs nops/Iok 00paboTKH B obecreyeHns
0e301aCHOCTH NepCOHATBHBIX JIAHHEIX, pu uX 00paboTke B HHGOPMAHOHHEIX CHCTEMAX
IIEPCOHAILHBIX TAHHBIX C HCITOIBb30BAaHHEM CPEACTE aBTOMATH3aIlHH H 6e3 HCIIOIb30BaHHY
CpeACTB apTOMaTH3aluH B MKOVY «COLI um X.X.A6a30Ba» c.i. Iewnanaxa(ganee — [koa).

1.3. B Hactosmenm ITonoxenuu Henomb3yioTes CIICIYIOLIHE TOHATHS:

1.3.1. DBnOKHpOBaHHE NEPCOHANBHBIX IAHHBIX — BpEMEHHOEe IpeKpalieHue cbopa,
CHCTEMATH3ALIMH, HAKOTIICHHUS, HCTIONBb30BAHUS, PACTPOCTPAHEHAS MEPCOHAIBHBIX JAHHBIX,
B TOM 4YHCJIE HX MEePEIadH.

1.3.2. MH(popMalHOHHAs CHCTEMA NEPCOHANBHBIX TAHHBIX (manee — Hudopmarmonnas
cucteMa) — MHGOPMANMOHHAS —CHCTEMa, IIPEACTABISIOMAS  COGOH COBOKYIIHOCTE
EpCOHANBHEIX [AHHBIX, CONEPXKAIMMXCS B Oase MaHHBIX, a TaKKe HHPOPMALMOHHBIX
TEXHOIOTHH H TEXHHYECKHX CPEICTB, IO3BOJSAIONMX OCYLIECTBIATD 00paboTKy Takux
NCPCOHATBHBIX ~ NTAHHBIX €  HCIOJNB30BAHHEM CPEACTB aBTOMATH3ALMH IWIH  6c3
HCIIONB30BaHHS TAKHX CPECTB.

1.3.3. Hcnonp3oBaHue [1€pCOHATBHBIX NAHHBIX — JeiCTRHS (omepanun) ¢ NEepCOHANBHBIME
AQHHBIMH, COBCPIIACMBIC ONEPATOPOM B LeJISIX NPUHATHS PEIICHUH HIIM COBEPIISHHS HHBIX
NEHCTBHH, MOPOXKAAFOUIMX  IOPHAHYECKME IOCIHEACTBHS B  OTHOLICHUU cyOBeKTa
[ICPCOHANLHBIX JAHHBIX HIH NPYTHX JIHI JHOO HHBIM 00pa3soM 3aTparMBalOIHX NpaBa u
CBOOO/IbI CyOBEKTa IePCOHANBHBIX JaHHBIX HIIH JPYTHX JIHIL.



1.3.4. KoH(pUACHIIMATHHOCTh TEPCOHANBHBIX JaHHBIX — O0O0s3aTENBHOE ISl COOIOJICHUS
OIepaTOPOM WJIM MHBIM MOJIYYUBIIMM JOCTYI K NEPCOHATBLHBIM JaHHBIM JIULIOM TpeOOBaHUE HE
JIOIYCKaTh UX PacHpoCTpaHeHusi 0e3 coryacus CyOheKTa MEePCOHANBHBIX JAHHBIX WJIM HATHYUS
MHOTO 3aKOHHOT'O OCHOBAHHUSI.

1.3.5. O6e3nrunBaHue IEPCOHATBHBIX JAHHBIX — ACHCTBUSA, B PE3yJbTaTe KOTOPHIX HEBO3MOXKHO
OTIPECIUTh MPUHAIICKHOCTh MEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX
JAHHBIX.

1.3.6. OGpaboTKa nepcoHaIbHBIX JaHHBIX — IEHCTBUSA (ONepalnn) ¢ IePCOHAIBHBIMU JaHHBIMH,
BKIJItoYasi cOOp, CHCTEMaTH3allil0, HAaKOIUJICHHE, XpaHeHue, yTouHeHue (oOHOBIEHHE,
W3MEHEHHUE), WCIOJIb30BaHUE, PACHpPOCTpaHEeHHE (B TOM HHCIE Tepenady), OO0e3THYMBaHUE,
0JIOKHPOBAaHUE, YHUUYTOXKEHHE IIEPCOHATBHBIX TAHHBIX.

1.3.7. O6paboTka nepcoHaIbHBIX JaHHBIX 0€3 MCII0JIb30BaHMs CPEICTB aBTOMATH3alMHU (Aajee —
HeaBromaTtusupoBaHHbIil €c11OCO0) — ACUCTBUS ¢ NMEPCOHAIBHBIMU JAHHBIMM, TaKUe Kak cOop,
cuUcTeMaTH3alys, HAKOIUIEHHWE, XpaHEHUE, HCIOJIb30BaHUE, YTOYHEHHE, paclpoCTpaHEHHE,
YHUYTOXKCHUE TMEPCOHATBHBIX JaHHBIX B OTHOIICHWH KAXKAOIO M3 CYOBEKTOB INEPCOHAIBHBIX
JAHHBIX, OCYIIECTBIISIOTCS IPU HEMOCPEICTBEHHOM y4acTHUH YeIOBeKa.

1.3.8. OOmenoctynHbie TMepCOHaJIbHbIE JaHHbIE — TEPCOHANBHBIE JaHHBIE, JIOCTYI
HEOTPAHUUYEHHOTO Kpyra JIMI K KOTOPHIM MPEIOCTABJICH C COTJIacusi CyObeKTa MepCOHATBHBIX
JIAHHBIX WJIM Ha KOTOPBIE B COOTBETCTBUHU C (eJepaIbHBIMH 3aKOHAMU HE PaclpOCTpaHsAETCs
TpeboBaHUE COOIIIOICHUS KOH(PUICHIIMATLHOCTH.

1.3.9. Omeparop — Illkona, ropuanueckoe WM (U3HUECKOE IO, OPraHU3YIOIIHE |
OCYIIECTBIISIFONIME 00pabOTKY TEepPCOHANBHBIX JaHHBIX, a TAaKKe OIPENEISIoNIe LeNd |
coJiep>kaHue 00pabOTKU MEPCOHANBHBIX JaHHBIX.

1.3.10. IlepconanbHble qaHHbIE — Jr00as MHPOPMALUS, OTHOCSIIASACA K ONPEIETICHHOMY WU
OnpezensseMOMy Ha OCHOBAaHMM TakoW uHpopMmanuu ¢Gusnueckomy suny (CyObeKTy
NEPCOHANBHBIX JIaHHBIX), B TOM YHCIIE €ro (paMHIIUs, UMs, OTYECTBO, TO/1, MECSAL, JaTa U MECTO
pPOXJAEHUs, aJpec, CEeMEHHOe, COLUAIbHOE, MMYILECTBEHHOE IIOJIOKEHUE, O00Opa3oBaHue,
npodeccus, 10X01bl, Apyras UHHOpMAIIHSL.

1.3.11. PacmpocTpaHeHne NEpCOHAIBHBIX JaHHBIX — ICHCTBHsSI, HAIIpaBJICHHBIE Ha Iepefady
NEPCOHAIBHBIX JaHHBIX ONpEACIEHHOMY KpYTy JIUI (TIepeiaya MepcoHalbHbIX JaHHBIX) WM Ha
O3HAKOMJICHHE C IEPCOHAJIBHBIMM JaHHBIMH HEOTPAHMYEHHOTO Kpyra JIML, B TOM 4HCIE
o0HapoJJ0BaHHE MEPCOHANBHBIX JaHHBIX B CPEICTBAX MAcCOBOM MH(Opmanuu, pa3melieHue B
UH(POPMALIMOHHO-TEICKOMMYHUKAIIMOHHBIX ~ CEeTAX MM  MpeloCTaBlIeHHe JOoCTyma K
MEPCOHAIBHBIM JIaHHBIM KaKUM-JITH0O UHBIM CIIOCOOOM.

1.3.12. CpeuuanbHble KAaTeTOPUM TNEPCOHATBHBIX JAHHBIX — MEPCOHAIbHBIE JaHHbBIE,
KacarolIMecss  pPacoBOM, HAIMOHAIBHOW  TPUHAMICKHOCTH, TOJUTHYECKUX  B3TJIAJNIOB,
PENUTHO3HBIX WK (UIOCOPCKUX YOSIKIECHUH, COCTOSHUS 310POBbSI, UHTUMHOW KU3HU CyOBEKTa
MePCOHAIIbHBIX TAHHBIX.

1.3.13. YHUUYTOXKEHUE NTEPCOHAIBHBIX JAHHBIX — JEHCTBUSA, B PE3YIbTATE KOTOPBIX HEBO3MOXKHO
BOCCTAHOBUTh  COJIEp)KaHUE  TEPCOHAIBHBIX JaHHBIX B  HMH(OpMAIMOHHONW  cHcTeMe



MNEPCOHATIBHBIX HJAHHBIX HJIM B PC3YJIBTATC KOTOPBIX YHHUYTOKAKOTCA MATCPHUAJIbHBIC HOCUTCIIN
NEPCOHATBHBIX TaHHBIX.

2. Ilopsinok 00padOTKU NMEPCOHATIBLHBIX TaHHBIX

2.1. OOpaboTka mepCcOHAIBHBIX JaHHbIX B MHpopManmmoHHbIX cuctemax IlIkosnbl moimKHA
OCYIIECTBIISATHCS HA OCHOBE ITPUHIUIIOB:

- 3aKOHHOCTH IIeJIeH U croco0oB O6pa6OTKI/I NEPCOHATIBHBIX JaAHHBIX U I[O6p0COBCCTHOCTI/I;

- COOTBETCTBUA ueﬂeﬁ 06pa6OTKI/I NEPCOHATIBHBIX OAaHHBIX LEIAM, 3apaHEC OIPCACICHHBIM U
3asBJICHHBIM IIpU C60p€ NEPCOHANIBHBIX JAHHBIX, a TAKKC ITOJTHOMOYMAM OII€paTopa,

- COOTBETCTBHS 00BeMa M XapakTepa 0OpaOaThIBAa€MBIX NEPCOHAIBHBIX JIAHHBIX, CIIOCOOOB
00paboTKH NepCOHATIBHBIX TAHHBIX LEIIM 00pabOTKM MEPCOHATBHBIX JaHHBIX;

- JIOCTOBEPHOCTH TIEPCOHATBHBIX JAHHBIX, WX JOCTATOYHOCTH i1 Ieyeld 00paboTKw,
HEJOMYCTUMOCTH 0OpaOOTKH MEPCOHANBHBIX JTAHHBIX, U30BITOYHBIX MO OTHOIICHUIO K LIEJSM,
3asIBJICHHBIM MpU cOOpPE MEPCOHAIBHBIX JTAHHBIX;

- HEJOIyCTUMOCTH OOBEIMHEHHs CO3JaHHBIX JUII HECOBMECTUMBIX MEXIY c000il meneit 6a3
JTAHHBIX UTH(MOPMALIMOHHBIX CUCTEM IIEPCOHANIBHBIX JTaHHBIX.

2.2. OOpaboTka mnepcoHaNbHBIX HaHHBIX B MuHpopmarmonnsix cuctemax Ikoasl Moxer
OCYIIECTBIISATHCS. ONEPATOPOM C NMHUCHMEHHOT'O COIJlacusi CyOBbEKTOB MEPCOHAIBHBIX JaHHbBIX, 32
UCKJTIOYCHHEM CJIeIYIOIINX CIy4aeB, KOr/la TAaKOTo COoryiacusi He TpedyeTcs, eciu:

- 00paboTKa MEepCOHATBHBIX JAHHBIX OCYIIECTBIAECTCS HAa OCHOBAHHMH (hellepaJibHOTO 3aKOHa,
YCTaHABIMBAIOWIETO €€ IIeNib, YCIOBUS TONyYeHUsl MEPCOHATBHBIX TAaHHBIX U KPYT CyOBEKTOB,
NepCOHANbHBIE JJAHHBIE KOTOPBIX MOJUIekKAT 00padOTKe, a TAK)KE ONPENENSIONETO MTOJHOMOYHS
orepaTopa;

- o6pa60TKa MEPCOHAIBHBIX JAaHHBIX OCYHICCTBIISACTCA B LCJIAX UCIIOJIHCHUA JOT0OBOPAa, OIHOH M3
CTOPOH KOTOPOI'o ABJISACTCA Cy6’BeKT NMECPCOHANIBHBIX JAHHBIX;

- o6pa60TKa NEPCOHATIBbHBIX TAHHBIX OCYIICCTBIIACTCA I CTATUCTUYCCKUX WUJIW MHBIX HAYYHBIX
ueneﬁ IIpHu yCJIOBUU 00513aTeNBHOTO 00C3TNUNBAHUS IEPCOHAJIbHBIX TAHHBIX;

- 06pa60TI<a NEPCOHATIBHBIX JAaHHBIX H€O6XO)II/IM3 IJId 3alllMTBI KU3HU, 310POBbs WM WHBIX
JKU3HCHHO BaXXHBIX HHTCPCCOB Cy@LGKT& INEPCOHAJTIBHBIX HNAHHBIX, €CJIM IIOJIYUYCHHEC COIJIaCuAd

CY6T)€KT3 INEPCOHAIIBHBIX JaHHBIX HEBO3MOXKHO.

2.3. OOpaboTka omepaTopoM CIEHHAIBHBIX KATETOPUH TMEPCOHAIBHBIX JIAHHBIX B
HNudopmanmonnsix cucremax LlIkonsr qomyckaercs ecnu:

- Cy'6’beKT NEPCOHANIBHBIX NAHHBIX JaJI COIJIaCUC B MMHMCbMEHHOM (bOpMC Ha 06pa60TKy CBOUX
NEPCOHATBHBIX JAHHBIX;

- ICPCOHAJILHBIC JAHHBIC ABJIAIOTCA OGH.IG)IOCTYHHLIMI/I;

- IEPCOHANIFHBIC TAHHBIE OTHOCSTCS K COCTOSTHUIO 3/I0POBbS CYObEKTa MEPCOHATBHBIX JAHHBIX U
ux 00paboTka HEoOXoaMMa JUIsl 3aIUTHl €T0 JKU3HH, 370POBbS WJIM WHBIX KU3HEHHO Ba)KHBIX



WHTEPECOB JIMOO KU3HH, 3I0POBbS WU WHBIX KU3HEHHO BAXKHBIX MHTEPECOB NIPYTUX IHUI, U
MOJTyYEHHUE COorylacusi CyobeKTa

NEPCOHATIBHBIX JaAHHBIX HECBO3MOXKHO,

00paboTKka MEepCOHATBHBIX JAHHBIX OCYILECTBISETCS B MEIUKO-IPO(MUIAKTHYECKUX IEJsiX, B
LEJSAX YCTAHOBIICHUSI MEUIIMHCKOTO JUArH03a, OKa3aHusl MEIUIIMHCKUX U MEIUKO-COLUATbHBIX
yCIyr TpU YCIOBUHM, 4YTO OOpabOTKa MEPCOHANBHBIX JIaHHBIX OCYLIECTBIIAETCS JIULIOM,
npo(ecCHOHANLHO ~ 3aHUMAIONIUMCS  MEIMIIMHCKOW  JIEATENBHOCTBIO W OO0SI3aHHBIM B
COOTBETCTBHUH C 3aKOHOJATEIBCTBOM Poccuiickoit denepaniuu COXpaHITh BpaueOHYIO TaiHy.

2.4. B ciyyae eciu omeparop Ha OCHOBaHUH JIOTOBOpa MOpYyYaeT 0OpabOTKY MEpCOHAIBHBIX
JNAHHBIX JIDYTOMY JIMIly, CYIOIECTBEHHBIM YCJIOBHEM JIOTOBOpa SIBJISETCS OOSI3aHHOCTD
o0ecreuenus YKa3aHHbIM JIMIIOM KOH(I)I/II[GHI_[I/IEUILHOCTI/I MEPpCOHAIBHBIX JAaHHBIX n
0€30IaCHOCTH MTEPCOHATIBHBIX JAHHBIX MPH UX 00paboTKe.

2.5. OnepaTop, nonyqa}oumﬁ AOCTYII K IHCPCOHAIIBHBIM JaHHBIM, JOJIKCH obecreynBaTh
KOH(bI/I[[GHLII/IaJH)HOCTI) TAaKUX OAHHBIX, 3a UCKIIOUCHHUEM CIIYUACB!:

- B ClIy4ac 00e3INYBaHH NEPCOHAIIBHBIX JAaHHBIX
- B OTHOILICHUU 06H1€,Z[OCTYHHLIX MNEPCOHAJIbHBIX JaHHbIX.

2.6. OO0paboTka mepcoHaNbHBIX JaHHBIX B HMHopmanuonnbix cuctemax [lIkonbr
OCYIIIECTBJIISIETCS TOJIBKO C COIVIacUsl B MUCbMEHHOM (hopMe CyOBbeKTa NEPCOHANBHBIX JTAaHHBIX, 32
UCKIIIOYCHHEM  CIy4yaeB, MPEAYCMOTPEHHBIX  (efepalbHbIMU  3aKOHAMH, KOTOPBIMHU
OpeIyCMaTPUBAIOTCA CIydaW O0s3aTEIBbHOTO MPEJOCTABICHUS CYOBEKTOM TEepCOHAIBHBIX
JAHHBIX CBOMX MEPCOHANBHBIX JAaHHBIX B IENSAX 3alIUTHl OCHOB KOHCTHUTYIIMOHHOTO CTpOS,
HPABCTBEHHOCTH, 37I0POBbs, PAaB U 3aKOHHBIX MHTEPECOB APYTUX JIHILI, 00ecredeHnss 0O0POHbI
CTpaHbl ¥ 0€30MaCHOCTH roCy1apCTBa.

2.7. lluceMeHHOe corjacue CcyObeKTa NEpCOHANbHBIX JIaHHBIX Ha OOpabOTKYy CBOMX
NepcoHAIbHBIX JaHHbIX B MHpopMannoHHbIx cucteMax 11Ikosbl 10KHO BKIIOYATh B ce0sl:

- q)aMI/IJ'II/II-O, UM, OTYCCTBO, aJpeC CY6’LCKT8. INEPCOHAJIBHBIX HaHHBIX, HOMCP OCHOBHOI'O
JOKYMCEHTA, YAOCTOBEPAIOUICTO €TI0 JIUIYHOCTb, CBCACHUA O AAaTC BblJJAYM YKA3aHHOI'0O JOKYMCHTA

" BbLJABIIEM €I'0 OPraHE;

- HauMeHoBaHue ((daMuIMIO, MMs, OTYECTBO) W aJpec OIepaTropa, MONYyYaroIIero COrjacue
CcyOBeKTa MepCOHANTBHBIX JaHHBIX;

- leJIb 00pabOTKH NMEePCOHATBHBIX TAHHBIX;

- NEpCUYCHL IICPCOHAJIBHBIX MOAaHHBIX, Ha o6pa60TKy KOTOPBIX HAC€TCA COIJIacuce CYG’BCKTEL
NEPCOHATBHBIX JAHHBIX;

- IICPCUCHb JIEUCTBUH C NEpCOHAJIbHBIMU JaHHBIMH, Ha COBCPIICHUC KOTOPBIX AACTCA COrJIaCuc,
06H_ICC OIMMCAHUC HUCTIOJIB3YCMBIX OIIEpATOPOM CII0C000B O6pa6OTKI/I NEPCOHANIBHBIX JAHHBIX;

- CPOK, B TCHCHUEC KOTOPOT'O JleﬁCTByeT corjraCue, a TakKE MopAg0K €ro OT3bIBa.



2.8. O0s13aHHOCTb MPEOCTABUTh JJOKA3ATEIbCTBO MOIYUEHHS COTIACUs CyObEKTa MEePCOHATBHBIX
JAHHBIX Ha 00pabOTKy €ro MepCOHAIbHBIX JaHHBIX, a B Clydae 0O0paOOTKH OOIIETOCTYITHBIX
NEPCOHAIBHBIX JaHHBIX B H(MOpMaIIMOHHBIX

cucremax IlIkonbl 00s3aHHOCTH JOKa3bIBAaHHsSI TOTO, YTO 0OOpabaThiBaeMble IEPCOHAIBHBIC
JTAaHHBIE ABJISIOTCS 00LIEI0CTYIIHBIMU, BO3JIaraeTcsl Ha oreparopa.

2.9. B cnyuae HeaeecriocoOHOCTH CyObEKTa NEPCOHAIBHBIX JaHHBIX COIIacue Ha 00paboTKy ero
NEepCOHANBHBIX JaHHbIX B MH(popMmanumoHHbx cuctemax Ilkonsl naer B mucbMeHHOH (opme
3aKOHHBIH NPeICTaBUTENb CyObEKTa IEPCOHATIBHBIX JAHHBIX.

2.10. B cmywyae cmepTu CyObEeKTa NEpCOHANBHBIX MAHHBIX COTJIacue Ha OO0paboOTKy ero
HepCOHANBHBIX JaHHBIX B VHpopManmonueix cucremax llkonbl naror B nuchbMeHHO# (opme
HACJICIHUKU CYOBEKTa MEPCOHAIBHBIX JaHHBIX, €CIIM TAaKOE COrJIacke He ObUIO JaHO CyOBEKTOM
HepCOHAILHBIX TAHHBIX IIPH €T0 KHU3HU.

2.11. CyObeKkT mepcoHaNbHBIX JaHHBIX MMEET MPaBO Ha MOJIyueHUE CBEJeHHH 00 o0paboTke
CBOMX IMEPCOHANBHBIX NaHHBIX B MHpopManmonHabix cucrtemax llIkoiel, a omepaTop 00s3aH UX
MPEIOCTaBUTh B COOTBETCTBUU CO cTaThbsiMu 14 u 20 ®denepanpHoro 3akoHa ot 27.07.2006 Ne
152-®3 «O nepcoHaTbHBIX TaHHBIXY.

3. Mepsl 110 o6ecnieyeHU10 0e30MACHOCTH MEePCOHAJIBHBIX IAaHHBIX NIPH UX 00padoTke

3.1. be3omacHocTh MepcoOHANbHBIX JaHHBIX, 0OpadaTeiBaeMbiXx B MH(OpPMALIMOHHBIX cHCcTEMaXx
[lkombl, JOocTUTaeTCA IMyTEM UCKIOYEHHS] HECAHKIIMOHHPOBAHHOIO, B TOM YHCJIE CIYy4alHOTO,
JOCTyna K MEPCOHANBHBIM JIaHHBIM, PE3YJIbTaTOM KOTOPOTO MOXET CTaTh YHHUYTOXKEHUE,
U3MEHEHHUE, OJIOKUPOBAaHUE, KOIMPOBAaHUE, PACIPOCTPAHEHNE [IEPCOHAIbHBIX JIAHHBIX, & TAKKe
WHBIX HECAHKIITMOHUPOBAHHBIX JEHCTBUIA.

3.2. Jlna obecreyeHus: O€30MaCHOCTH MNEPCOHANBHBIX JAaHHBIX MNpH HMX 00paboTke B
HNnpopmannonnsix cucremax LlIkosnbl ocymiecTBisiercs 3ammura:

- nH(opmanuu, oOpadaTeIBA€MOM C UCIIOJIB30BAHUEM TEXHUUECKUX CPECTB;

- uHpopMauu, conepkamieiicss Ha OyMa)KHOW, MarHUTHON, MarHUTHO-ONTHYECKOW W WHOMN
OCHOBE (HOCHUTEJSIX).

3.3. PabGotbl mo obecrieyeHHio OE30MACHOCTH IMEPCOHANBHBIX JIAHHBIX MPU UX 00paboTKe B
Nudopmannonsbsix cucremax IIIkonbl SBISIOTCS HEOTHEMIIEMON 4acThio padOT MO CO3/1aHUIO
WNHpopMalilnOHHBIX CUCTEM.

3.4. Undopmanmonnsie cucrembl [lkonsl kinaccuduuupyrorcs oneparopoMm. IlpoBenenue
kinaccupukanun  MHpopMannMoHHBIX — cucTteM — ompeneneHo  IlopsakoM — mpoBeneHHS
KnaccuuKanul  WHQOPMAIMOHHBIX ~ CHCTEM  TIEPCOHAIBHBIX  JAaHHBIX, YTBEPIKICHHBIM
COBMECTHBIM IpHka3zoM denepabHON CITy>KOBI 10 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOIIIO,
QenepanbHOll  cimykObl  6e3omacHocTH  Poccuiickoit  ®epepanuu,  MuHHCTEpCTBOM
MH(pOPMaLIMOHHBIX TeXHONOTHH U cBsa3U Poccuiickoit denepanuu ot 13.02.2008 Ne 55/86/20.

3.5. OOMeH mnepcoHalIbHBIMU JaHHBIMU MpH HX 00paboTke B MHpopManmmoHHBIX cucTeMax
[Ikosnbl oOcymIeCTBISETCS MO KaHajlaM CBS3M, 3alllUTa KOTOPHIX O0ECHEeYMBaCTCS MyTeM
pealM3allud COOTBETCTBYIOIIMX OpPraHM3allMOHHBIX Mep U (WIM) MyTeM MpUMEHEHUus
TEXHUUYECKUX U IPOTPAMMHBIX CPEJICTB.



3.6. Pazmemenne Mudpopmanmonnsix cuctem llkoinsl, cnienuanbHoe 000pYyJOBaHUE U OXpaHa
IIOMEIICHNH, B KOTOPBIX BeleTcs paboTa ¢ MEepCOHATBHBIMH JaHHBIMH, OPTaHU3AIMs PeXUMa
oOecrieyeHnss 0€30MAaCHOCTH B OJTHUX IOMELICHHUSX JOJDKHBI OOECIeYrBaTh COXPAHHOCTh
HOCHTENEH NEepCOHAJIBHBIX MAHHBIX M CPEACTB 3alIUTHl MHPOPMAIMH, a TaKXKe MCKII0YaTh
BO3MOXXHOCTh HEKOHTPOJIMPYEMOT'O MPOHUKHOBEHUS WM IMPEOBIBAHUS B OTHUX IOMELICHHUIX
HOCTOPOHHUX JIUII.

3.7. be3onacHOCTh MEPCOHANBHBIX AaHHBIX NPU WX 00paboTke B MH(pOpMAIIMOHHBIX CHCTEMax
HIkonbl obecriednBaeT OMEpaTop WM JIMIO, KOTOPOMY Ha OCHOBAaHHH JIOTOBOpa OIEpaTop
nopy4daer o00pabOTKy TMEpPCOHAIBbHBIX JaHHBIX (majmee —  YTOJHOMOYEHHOE JIWIIO).
CylIecTBEeHHBIM ~ yCJIOBHEM JIOTOBOpA SIBJIAETCS OOS3aHHOCTh  YTIOJHOMOYEHHOTO JIMIIA
o0ecreunTh KOH(PHICHIIMAIBHOCTh MEPCOHATIBHBIX JaHHBIX W O€30MaCHOCTh IEPCOHAIBHBIX
JAHHBIX TPU X 00paboTKe B MH()OPMAIIIOHHON CUCTEME.

3.8. Ilpu oO6paboTke mepcoHaNbHBIX HaHHBIX B MHpopmanumonHbix cuctemax LIkomsr
0e301acHOCTh 00ECIIeYNBACTCS:

- TIPOBEJICHUEM MEPONPHUATHI, HANPABICHHBIX Ha TPEAOTBPAIICHHWE HECAHKIMOHHUPOBAHHOTO
JIOCTYyIIa K MEPCOHATBHBIM JaHHBIM H (WJIM) NIepeiavn UX JIMIaM, He UMEIOLIMM IpaBa JOCTyNa K
TaKOH WH(pOPMAIIHH;

- CBOCBPCMCHHBIM O6Hapy)KeHI/IeM q)aKTOB HCCAHKINUOHHWPOBAHHOI'0 AOCTYIIA K IIEPCOHAJIbHBIM
JaHHBIM,

- HEJONYLICHWEM BO3/EHUCTBUS HAa TEXHUYECKHUE CpPEACTBa aBTOMATHU3MPOBAaHHON 00pabOTKU
NEPCOHAIbHBIX  JaHHBIX, B  pe3yjJbTare KOTOPOrO MOXET ObITh  HAapyIIEHO HX
(GYHKLMOHUPOBAHHUE;

- BO3MOXHOCTBIO HE3aMCJIUTCIIbHOI'O BOCCTaHOBJICHHUA NEPCOHATBHBIX JaHHBIX,
MO,Z[I/I(i)I/II_[I/IpOBaHHBIX HJIM YHUYTOXKCHHBIX BCIICACTBUC HCCAHKIITMOHUPOBAHHOI'O JOCTYIIA K HUM;

- IOCTOSIHHBIM KOHTPOJIEM 3a 00eCieYeHHEeM YPOBHS 3aIMIIEHHOCTH NEPCOHANBHBIX TaHHBIX.
3.9. 3amuTa nepcoHaNbHBIX JaHHBIX, oOpabarbiBaeMas B MIHpopmanmonnsix cucremax IlIkosl,
oOecneunBaerca 3a cueT cpeactB llkonbl B mopsiike, yCTaHOBJIEHHOM (eaepaibHbIMU

3aKOHaMM.

3.10. Hoctyn cotrpyanukoB IlIkoael K mepcoOHaNbHBIM JaHHBIM, OO0paOaThHIBAEMBIM B
HNudopmanmonusix cucremax LIIKomsl, 171 BEINOTHEHHUS CBOUX

JOJIXKHOCTHBIX 00s13aHHOCTEH MPOU3BOAUTCA K COOTBETCTBYHOIIUM IICPCOHAJIbHBIM
JAaHHBIM Ha OCHOBAaHHHU CIIMCKaA, YTBCPIKACHHOI'O OIICPATOPOM.

4. Oco0eHHOCTH 00pa0OTKH MNEPCOHAJBHBIX JAHHBIX, OCYUIECTBJIAEMBIX 0e3
HCIOJIb30BAHMS CPEICTB ABTOMATH3AMHU

4.1. TlepcoHanbHble JaHHbIE MPU UX 00pabOTKe, ocyuiecTBisgeMoil HeaBTomMaTH3MpOBaHHBIM
CrocoboM, JOKHBI 000cOo0NAThCA OT MHOW uHGpopmanuu, (uKcanued HUX Ha OTAENbHBIX
MaTepHaJbHBIX HOCHUTENSX IEPCOHAIBHBIX JAaHHBIX (Janee - MarepuanbHble HOCHUTENHN), B
CHeIHAaJIbHBIX pa3zesiaX KHUT (3KypHaJOB) WIX Ha NOJsAX Gopm (O1aHKOB).



4.2. Ilpu ¢Quxcauuu NMepcoOHAJIbHBIX JAHHBIX Ha MarepuanbHbIX HOCHTEISIX HE JIOMYCKaeTCs
¢Gukcanyss Ha OJHOM MAaTEpUAIBHOM HOCHUTEIE IIEPCOHANBHBIX JaHHBIX, LEIH 00paboTKu
KOTOPBIX 3aBEJAOMO HE COBMECTHMBI. J[1si 0OpabOTKH pa3MYHBIX KAaTETOPHHA IEepCOHATBHBIX
JAHHBIX, ocyuiecTBiasieMol HeaBTomMaTn3upoBaHHBIM CHOCOOOM, M KaXIOM KaTeropuu
NIEPCOHAIBHBIX JJAHHBIX JIOJKEH MCII0JIb30BaThCs OTAEIbHBIN MaTepuaabHblii HOCUTEb.

4.3. Tlpu HCIONIB30BAaHUM THUIOBBIX ()OPM JOKYMEHTOB, XapakTep HMH(POPMALUU B KOTOPBIX
IpenojaraeT WM JOMyCKaeT BKJIFOUYCHHE B HUX MEPCOHATBHBIX JaHHbIX (manee — Tumnosas
dbopMa), TOKHBI COOTOAATHCS CICTIYIOIINE YCIOBUS:

4.3.1. TunoBast ¢opma WM CBSI3aHHBIE C HEW JTOKYMEHTHI (MHCTPYKIHS IO €€ 3aIllOJHEHHIO,
KapTOYKH, PEECTPBI U JKypHAJIbI) JOJKHBI COAEPIKATH!

- cBemeHMss O meaum  oOpabOTKM  NEpCOHANBHBIX  JaHHBIX,  OCYLIECTBISIEMOMN
HeaBromaTu3npoBaHHBIM CIIOCOOOM;

- UM (HAaMMEHOBaHUE) U aJipec OnepaTopa;

- (hamunuI0, MM, OTYECTBO U apec CyOBbEKTa MePCOHATBHBIX JaHHbIX;
- UICTOYHUK TOJYYEHUS IEPCOHAIIbHBIX JTAHHBIX;

- CPOKH 00pabOTKH MEPCOHATBHBIX TAHHBIX;

- IepeYeHb JCHCTBHM C MePCOHATBHBIMU JAHHBIMHU, KOTOPBIE OYIyT COBEPIIATHCS B MPOIIECCE X
00paboTKH;

- 00111ee OMMCaHUE UCTIONb3YEMBIX OIIEPATOPOM CIIOCOO0B 0OPAOOTKH MEPCOHATIBHBIX JIAHHBIX.

4.3.2. TunoBas gopma AOKHA MpeaycMaTpUBaTh MOJIE, B KOTOPOM CYOBEKT NEpCOHAJIbHBIX
JTAHHBIX MOJKET MOCTaBUTh OTMETKY O CBOEM COTJIACUU Ha 0OpabOTKy MEpCOHAJIbHBIX JTAHHBIX,
ocymiecTBisieMyto HeaBToMaTu3npoBaHHBIM CIIOCOOOM.

4.3.3. Tunosas ¢opma 1oJKHa ObITH COCTAaBICHA TAKUM 00pa3oM, 4TOObI KaX/Iblil 13 CyOBEKTOB
NEPCOHANBHBIX JAHHBIX, COAEPKAIIUXCS B JTOKYMEHTE, UMEN BO3MOXXHOCTh O3HAKOMHUTBCS CO
CBOMMH TEPCOHAIBHBIMH JTAHHBIMH, COJEP)KAIIUMHUCS B JIOKyMEHTE, HE Hapymas NpaB u
3aKOHHBIX HHTEPECOB UHBIX CYOBEKTOB NEPCOHANBHBIX JIaHHBIX.

4.3.4. TunoBas QopMa AOMKHA HCKIIOYATh OOBEAUHEHWE TOJIeH, NpeIHa3HAYCHHBIX IS
BHECEHUS IEPCOHANBHBIX JAHHBIX, IIEIH 00paObOTKH KOTOPBIX 3aBEJIOMO HE COBMECTUMBI.

4.4. IIpu HECOBMECTUMOCTH Liesiell 00pabOTKU MEPCOHATIBHBIX JAHHBIX, 3a()UKCUPOBAHHBIX HA
OTHOM MarepruaibHOM HOCHTEINE, eciin MarepHuaabHbIii HOCHTENb HE MO3BOJISIET OCYIIECTBIISATh
00paboOTKy MEepPCOHATBHBIX JAHHBIX OTAEIBHO OT JAPYruX 3apUKCUPOBAHHBIX HAa TOM K€
HOCHUTEIIE TIEPCOHAIBHBIX TAaHHBIX, TOJKHBI OBITh MPUHATHI MEPHI 10 00ECTICYCHHIO pa3IelIbHON
00pabOTKM NEPCOHANBHBIX JAHHBIX:

44.1. HpI/I HCO6XOI[I/IMOCTI/I HCIIOJIb30OBAHUA WM PACHIPOCTPAHCHUA OIMPEACIICHHBIX
NEPCOHATIBHBIX MOAaHHBIX OTACJIBHO OT HaXOJAIIMUXCAd Ha TOM KE MaTepI/IaJ'H)HOM HOCHUTCECIIC
APpyrux mNEPCOHAIBHBIX MOAaHHBIX OCYHICCTBIIACTCA KOIMPOBAHUC TICPCOHAIIBHBIX OaHHBIX,
NOJJICKAIIHUX paciapoCTpaHCHUTIO N HCII0JIb30BaHHUIO, CHOCO60M, HCKIIIOYaromuM



OJIHOBPEMEHHOE KOIHUPOBAaHUE NMEPCOHATBHBIX JAHHBIX, HE MOAJEKAIINX PACHPOCTPAHEHUIO U
MCIIOJIb30BAHUIO, U HUCIONb3YeTCs (PacpoOCTpaHsIEeTCs) KOMUS MEPCOHATBHBIX JTaHHBIX.

4.4.2. Ilpu HeoOXOAMMOCTH YHUYTOXXEHUS WM OJOKMPOBAHUS YAaCTU MEPCOHAIBHBIX JTAHHBIX
YHAYTOXKAETCS WM OJOKMpyeTcs  MarepuanbHblii  HOCUTEIh C  IPeJBapUTEbHBIM
KONUPOBAHUEM CBEJCHHM, HE MOUIeKAIIMX YHHUYTOXKEHUIO WM OJOKMPOBAHMIO, CIOCOOOM,
UCKJIIOYAIOIIMM  OJIHOBPEMEHHOE KOINHMPOBAaHME NEPCOHAIBHBIX JaHHBIX, IOJJIEKALINX
YHUUTOKEHUIO UM OJIOKHPOBAHHUIO.

4.5. YHUYTOKEHUE WU 00e3JINYMBaHUE YacTH NEPCOHATIBHBIX AAaHHBIX, €CJIM 3TO AOIIYCKACTCA
MaTepI/IaJIBHHM HOCHUTCJICM, MOXCT HNPOU3BOAUTHCA CHOCO6OM, HMCKIIOYaromuM I[aJIbHeI\/JIIHyIO
06pa60TKy OTUX IIE€PCOHAIBHBIX OJaHHBIX C COXPAaHCHHUEM BO3MOKHOCTH O6p360TKI/I HHBIX
JaHHBIX, 3aCI)I/IKCI/Ip0BaHHBIX Ha MaTCpUaIibHOM HOCHUTCJIC (YIIaJIeHI/Ie, BLIMapBIBaHI/Ie).

4.6. IIpaBuna, npeagycmoTpeHHbie yHKTamu 4.4 u 4.5 nHacrosimero Ilonoxxenus, TpuMEHSIIOTCS
TaKXe B Cllydae, €Clii HeOOXOMMO 00ECIIeUnTh pa3felbHy0 00padoTKy 3aMKCUPOBAHHBIX HA
0oIHOM MarepuanbHOM HOCHTENE MEPCOHANBHBIX JaHHBIX W WH(OpMAaLMU, HE SBISIOLIEHCS
MEePCOHAILHBIMU JAHHBIMH.

4.7. YTOYHEHHE TIEPCOHANIBHBIX TAHHBIX IPU OCYIIECTBICHUH UX 00pabOTKH

HeaBTOMaTI/I?;I/IpOBaHHI)IM crocooom IMPOU3BOAUTCA IIYTEM OOHOBJICHUS WJIKM U3MEHEHHUS JaHHBIX
Ha MaTepI/IaJ'IbHOM HOCHUTCJIC, a4 CCJIIM 3TO HC JOITYCKACTCA TCXHUYCCKUMU 0COOEHHOCTIMU
MaTCpHUAJIBHOT'O HOCUTCIIA, - IYTCM (1)I/IKC21HI/II/I Ha TOM K€ MaTCprUaJIbHOM HOCHUTCIIC CBCI{GHI/Iﬁ (¢}
BHOCHMBIX B HHX H3MEHEHHUSX 100 IIyTEM HU3IOTOBJICHHSA HOBOT'O MATCPUAIBHOTO HOCHUTCIIA C
YTOYHCHHBIMHU INEPCOHAIbHBIMU JaHHBIMU.

4.8. O6paboTka nepcoHaNbHbBIX JTaHHBIX, OCyIIecTBIsieMass HeaBToMaTH3upOBaHHBIM CIIOCOOOM,
JOJKHA TPOU3BOAMUTHCA TakUM o00pa3oM, 4TOObI B OTHOUIEHMHM KaXKJIOW KaTeropuu
NEPCOHANBHBIX JAHHBIX MOXKHO OBIJIO OINpENeNUTh MECTa XPAaHEHUS MEePCOHAIBHBIX JaHHBIX
(MarepuanbHbIX HOCUTENIEH) W YCTAaHOBHUTH NEPEUYEHb JIHI], OCYIIECTBISAIOLIUX 00paboTKy
NEPCOHANBHBIX JaHHBIX JTMOO UMEIOIIUX K HUM JIOCTYII.

4.9. Heob6xoaumo obecrieunBaTh paselbHOE XpaHEHHEe MEPCOHATBHBIX TaHHBIX (MarepranbHbIX
HOCHTEJIEH ), 00pad0TKa KOTOPBIX OCYIIECTBIISICTCS B PA3IMYHBIX IIEIIAX.

5. O0s3anHOCTH JIUI, UMEIIIUX JOCTYII K IIEPCOHAJIBHBIM JaHHBIM

5.1. OTBETCTBEHHOCTb 3a o0ecneyeHrne 0e30MacCHOCTH MEePCOHATBHBIX JAaHHBIX M HaJUIeKallui
pexum padbotsel UHdopmannonHsix cucteM [komsl Bo3naraercst Ha pykoBoguTens LIKombl.

5.2. B cBoeii pabote corpyanuku Ilkonsl, nonymieHHble K 00pabOTKe MEPCOHAIBHBIX IaHHBIX B
Nudopmannonnsix  cucremax  LIKojdbl, JOMKHBI — PYKOBOACTBOBAThCS — TPeOOBaHUAMU
denepanbHBIX 3aKOHOB, HOPMAaTHBHO-TIPaBOBBIX JIOKyMeHTOB IlpaBurensctBa Poccuiickoit
Oeneparun, Denepa’dbHOM CIyXKObl IO TEXHHMYECKOMY H  AIKCHOPTHOMY KOHTPOJIIO,
QenepanbHOll  ciyxkObl  Oe3omacHocT  Poccuiickoit  ®enepanuu, — MuHHCTEpCTBa
UH(POPMALIMOHHBIX TEXHOJOTMH u cBs3M Poccuiickoit @Penepanuu, a TakkKe HACTOSIIUM
[Tono>kxeHneM W  MHCTPYKLUMEH IOJIb30BaTedsl MO  3allUTe€ MEPCOHAIBHBIX  JIaHHBIX,
oOpabarbiBaeMbIX B THPOpPMALIMOHHBIX cHCTEMAX.

5.3. B JOMKHOCTHBIE WMHCTPYKUUU COTPYAHUKOB IIIKOsbI, yrmoiHOMOYEHHBIX Ha 00paboTKy
NEepCOHANBHBIX JaHHbIX B MHpopmannonHbsix cucremax IIKombl, TOMKHBI OBITh BHECEHbI



0053aHHOCTH O HEOOXOIMMOCTH BBHIMOJIHEHUS TPeOOBaHUU MO oOecreYeHnto 0e30MacHOCTH
00pabaThIBAEMbIX MU MTEPCOHATBHBIX JTAHHBIX.

5.4. OtBercTBeHHBI 3a oOecredeHHue OE30IaCHOCTH TEPCOHAIBHBIX JaHHbIX B IlIkomie
PYKOBOJICTBYETCSI B CBOEU JIESITEIIBHOCTH MHCTPYKIMEH OTBETCTBEHHOTO 3a oOecleueHue
0€30MacHOCTH TIEPCOHANIbHBIX JaHHBIX, 00padaThiBaeMbiX B MHGOpMAIMOHHBIX CHCTEMax
Ixoiml.

5.5. Ilpu oOHapyXeHUW HaApPYIICHUH TOpsAKA TMPEAOCTABICHHS TEPCOHATBHBIX JIaHHBIX,
oOpabarteiBaemblx B MHbopmanumonnsix cucreMax Llkomnbl, omeparop He3aMeAIUTEIbHO
MIPUOCTAHABIMBACT Mpe0CTaBICHUE MEePCOHAIIbHBIX JTAHHBIX M0JIH30BaTEISIM
Nudopmannonnsix cuctem HIKonbl 10 BBISBICHHUS NPUYUH HAPYIICHUH M YCTPAHEHUS ITHUX
MPUYMH.

5.6. 3a HapymieHue HOpM Hactosimiero IlonmoxkeHus, a TaKke (eaepalbHBIX 3aKOHOB,
pPETIIAMEHTHPYIONINX TOPSIOK 00paboTKM © oOecreueHus: Oe30MacHOCTH TEPCOHATBHBIX
JAHHBIX, coTpyaHukH IlIKobl, nOMyIIeHHBIE K paboTe C NEPCOHAJIbHBIMH JAHHBIMU B
Nndpopmannonnsix cucremax Llkonbl, HeCyT rpakaaHCKO-IIPaBOBYIO, aJMHUHUCTPATUBHYIO,
YrOJIOBHYI0 M JMCUUIUIMHAPHYH OTBETCTBEHHOCTh B COOTBETCTBHHM C JICHCTBYIOIIUM
3aKOHOJIATEITLCTBOM.



